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On June 11, 2007,
221 1

T
.

Plaintiff MySpace, Inc

(*Plaintiff”) filed the
instant motion for a preliminary injunction
23

24

Defendant Sanford
Wallace d/b/a freevegasclubs.com, realvegas-sins.com, and Feebleminded

Productions (“Defendant”) opposed on June 20
25

replied on June 27, 2007

2007,
26| 2,

and Plaintiff

The hearing on this matter was held on July
2007. Based on the arguments of the parties and the pleadings in

27

28

this case, the Court hereby GRANTS IN PART Plaintiff‘s motion for a
preliminary injunction
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I. STATEMENT OF FACTS U

e

Plaintiff is a "“social networking service” that allows memﬁ%rs to
create unique personal profiles online to find and communicate aith
other people. (Declaration of Sarah Kaleel (“Kaleel Decl.”) § 3.)
Plaintiff provides its members with access to the MySpace.com website
and the MySpace.com instant messenger and to other Internet-based
features, content, and applications offered by Plaintiff in connection
with the MySpace.com website. (Id.) Users also have the ability to
send and receive communications to and from other MySpace.com users,
create groups, and post comments on bulletins. (;g;j To become a
member of MySpace.com, a user must create a profile by inputting his
or her name, country, zip code, birth date, and gender, must create a
password, and must provide an alternate email address to which
confirmations and notifications can be sent. (Id. § 4.) Moreover,
when registering a user must agree with the Terms of Use Contract (the
“TOU Contract”) by clicking an “I accept” button and inputting a
verification code, a unique series of letters and numbers designed to
prevent the use of automated processes to create profiles. (Id.) To
access a profile and message inbox, a user must log onto MySpace.com
or log on to his or her individual MySpace.com page via an individual
Uniform Resource Locator (“URL"”). (Id.)

Plaintiff has expended significant time and resources in
implementing various measures to prevent abuse of its service and
curtail commercial spam (mass mailing of unsclicited commercial
email), including limiting the number of messages that can be sent

from a single MySpace.com account in a single day and using

gophisticated algorithms to identify potential spammers. (Id. § 12.)
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£
Limiting spam is important because it clogs networks, uses up u!

bandwidth, and degrades the user experience. (Id. § 11.) E%

Plaintiff claims that Defendant has engaged in an abusive ﬁélti-
faceted scheme to disseminate commercial messages and solicitation to
MySpace.com users. Defendant admits that he maintains two websites,
freevegasclubs.com and real-vegas-sins.com (the “Wallace Websites”).
(Declaration of Sanford Wallace (“Wallance Decl.”) § 3.) 1In Oetober
2006, Plaintiff’s abuse team began receiving complaints related to the
Wallace Websites and after investigating, it discovered that Defendant
had created more than 11,000 similar MySpace profiles and 11,383
unique America Online email accounts to register those profiles.
(Kaleel Decl. 9§ 16-17.) Because an individual could not easily
create this number of unique profiles and because the naming
conventions used to create each profile and email address were
consistent, the abuse team concluded that Defendant must have used an
automated “bot” to register these profiles and addresses. (Id.
18.)}* The abuse team concluded that, by creating more than 11,000
unique email addresses, Defendant circumvented Plaintiff’s unique-
email-address registration requirement and by creating 11,000 unique
profiles, Defendant circumvented Plaintiff’s daily limit on the number
of messages that can be sent from any one profile in a single day.
(Id. ¥ 19.)

Plaintiff accuses Defendant of first sending out a series of

messages, comments, and bulletins to MySpace users designed to

'For example, 2,077 of Defendant’s MySpace profiles were named
“What Pic Should I Upload?” and Defendant’s AOL email addresses all
consisted of a 10- or 11-digit number followed by “@acl.com.” (Kaleel
Decl. 99 16-17.)
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ey

redirect users to a website containing a MySpace.com logo and fg
soliciting the member’'s MySpace.com username and password throuég a

.
box that closely resembled the box used by members when logging ‘onto
MySpace.com. (Declaration of Rick Frazier (“Frazier Decl.”) {f 5-6.)
Defendant used this technique (called “phishing”) to “hijack” members’
usernames and passwords so he could then log onto those other members’
MySpace.com profiles and send messages to those users’ “friends,”
directing them to the Wallace Websites. (Id. § 7.) In total,
Defendant sent nearly 400,000 messages and posted 890,000 comments
from 320,000 “*hijacked” MySpace.com user accounts. (ra. 7, 13.)
Defendant also created “groups” on MySpace.com redirecting users to
the Wallace Websites, including'altering the MySpace “unsubscribe”
link to point to the Wallace Websites rather than to actually allow
members to unsubscribe, and he used software code to lay graphics
containing links to the Wallace Websites over users’ MySpace.com
profiles. (Id. § 11-12.)

Plaintiff claims it has been harmed by Defendant’s activity,
including incurring bandwidth and delivery-related costs, costs
associated with devoting time, money, and resources to stop
Defendant’s activities, and harm to its reputation from 800 complaints
lodged by users over Defendant’s activities. (Kaleel Decl. 19 20-21;
Frazier Decl. § 15.) The Wallace Webéites also contain adult
material, and since Plaintiff allows users as young as fourteen years
old to create profiles, Defendant’s activities on MySpace.com create

the possibility that minors might view this offensive content.

(Frazier Decl. { 8, Exh. G; Kaleel Decl. § 14.)
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II. LEGAL STANDARD FOR A PRELIMINARY INJUNCTION
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“either: (1) a likelihood of success on the merits and the posszility

To obtain a preliminary injunction, a plaintiff must show

of irreparable injury; or (2) that serious questions going to the
merits were raised and the balance of hardships tips sharply in its
favor.” Walczak v. EPL Prolong, Inc., 198 F.3d 725, 731 (9th Cir.
1999). “These two alternatives represent extremes of a single
continuum, rather than two separate tests.” Id. (internal quotations
omitted). “Thus, the greater the relative hardship to [a plaintiff],

the less probability of success must be shown.” Id.; see also

International Jensen, Inc. v. Metrosound U.S.A., Inc,, 4 F.3d 819, 822

(9th Cir. 1993). Moreover, “[t]he’district court must also consider
whether the public interest favors issuance of the injunction.”
Southwest Voter Registration Educ. Project v. Shelley, 344 F.3d 914,
917 (9th Cir. 2003). A preliminary injunction is an “extraordinary
remedy” for which the need must be “clear and unequivocal.” Shelton
v. National Collegiate Athletic Ass’'n, 539 F.2d 1197, 1199 (9th Cir.
1976} .
III. EVIDENTIARY OBJECTIONS

Plaintiff has objected to the entire declaration of Defendant’s
purported expert, Dr. Lawrence H. Miller. Miller’s declaration
purports to give legal conclusions on the interpretation of the
statutes at issue in the Complaint, which is an impermissible subject

for expert testimony. See Crow Tribe of Indians v. Racicot, 87 F.3d

1039, 1045 (9th Cir. 1996) (“Expert testimony is not proper for issues

of law.”)}; Mukhtar v. California State Univ., Hayward, 299 F.3d 1053,

1066 n.10 (9th Cir. 2002) (“[A]ln expert witness cannot give an opinion
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. . . . . £
as to her legal conclusion, i.e., an opinion on an ultimate 1ssu§‘of

law.” {emphasis in original)). Moreover, Miller has not testifféd to

L.}
Ly

any foundational knowledge of how MySpace.com works, and even
mistakenly opines that MySpace.com users can only send messages to
users on their “friends” list, which Plaintiff has persuasively
demonstrated is simply incorrect. (Declaration of Aber Whitcomb
(*Whitcomb Decl.”) § 8.) Finally, Miller is qualified only to testify
as an engineer at an aerospace corporation, and yet he offers opinions
on advertising issues, consumer perceptions, and social networking
sites such as MySpace.com, areas in which he has no apparent
qualifications. His testimony on these points is not reliable as

required by Kumho Tire Co. v. Carmichael, 526 U.S. 137, 149 (1999) .

Therefore, the Court sustains Plaintiff’s objections to the Miller
Declaration and will accord his testimony no weight.

The Court has also reviewed and considered all other evidentiary
objections to facts on which the Court has relied, and hereby
overrules those objections.

ITII. ANALYSIS

Plaintiff seeks a preliminary injunction based on violations of
the CAN-SPAM Act, 15 U.S.C. §§ 7704(a) (1), (a)(3), (a)(5) and (b)(2),
and violations of Cal. Bus. & Prof. Code § 17529.5,8§ 22984 et seq.,
§§ 17200 et seq., and §§ 17500 et seg. As discussed below, the Court
finds that Plaintiff has demonstrated a likelihood of prevailing on
the merits of its claims under section 7704(a), so the Court need not
determine whether Plaintiff will also prevail on its state-law claims.

A. Likelihood of Success on the Merits.

The CAN-SPAM Act, 15 U.S.C. §§ 7701 et seg. (the “Act”),
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. . . . . . o8]
regulates the manner in which commercial email is transmitted and

ja
L
hep

regulates various activities related to commercial email, such a%
prohibiting the use of false, misleading, or deceptive informatﬁgn,
prohibiting the use of automated “bots” to create multiple email
accounts, and requiring certain contact information in commercial
electronic mail messages. 15 U.S.C. § 7704{a) (1), {(a)(3), (a)(5),

(b) (2) . An “Internet access service” provider may seek to enjoin
conduct prohibited by sections 7704 (a) (1) and 7704(b), or enjoin a
"pattern or practice” that violates section 7704 ({a) (2}-(5) and may
seek either actual or statutory damages, whichever is greater. Id. §
7706 {(g) (1}, (3). However, because section 7704 is limited to
regulating only “commercial electronic mail messages,” Plaintiff’s
private right of enforcement exists only if Defendant’s messages fall
within this statutory definition.

In opposition to Plaintiff’s claims under the Act, Defendant
first argues that messages sent from MySpace.com member accounts do
not qualify as “electronic mail messages” as defined in the Act, and
therefore, Defendant cannot be liable under any of the Act’s
provisions. The Act defines an “electronic mail message” as “a
message sent to a unique electronic mail address.” Id. § 7702(6). An
“electronic mail address” is “a destination, commonly expressed as a
string of characters, consisting of a unique user name or mailbox
(commonly referred to as the ‘local part’) and a reference to an
Internet domain {commonly referred to as the ‘domain part’), whether
or not displayed, to which an electronic mail message can be sent or
delivered.” Id. §7702(5). A “domain name” is “any alphanumeric

designation which is registered with or assigned by any domain name




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

- Case 2:07-cv-01929-ABC-AGR  Document 53  Filed 07/02/2007 Page 8 of 27

. . . . . £
registrar, domain name registry, or other domain name registration

“h

authority as part of an electronic address on the Internet.” lé% §
7702(4) . &
Defendant argues that MySpace.com messages do not fall within the
Act’'s definitions of “electronic mail message” and “electronic mail
address” because the addresses to which those messages are sent lack a
“domain name” and have no route, instead remaining within the
MySpace.com system. The Court rejects these contentions. The Court

must assume that Congress expressed the legislative purpose of a

statute through the ordinary meaning of the words used. See Leisoni,

Inc. v. Stratman, 154 F.3d 1062, 1066 (9th Cir. 1998). The plain
language of the definition of “electronic mail address” entails
nothing more specific than “a destination . . . to which an electronic
mail message can be sent,” and the references to “local part” and
*domain part” and all other descriptors set off in the statute by
commas represent only one possible way in which a “destination” can be
expressed. Indeed, the word “commonly” precedes the description of an
address with a domain part and local part, indicating that this
formulation is only one among many possible examples, rather than the
exclusive way in which the Act recognizes the expression of an
address. As Defendant himself points out, at the time the Act was
passed in 2003, electronic messages could be sent in many ways,
including through “instant messaging,” and the Court must presume that
Congress was well-aware of these various forms of electronic
communications when it drafted the Act. The plain language of
“electronic mail address” encompasses these alternate forms while also

recognizing that the most commonly used form of electronic address was
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\ £
the traditional “email” address with a local part and domain parg

(i.e., “user@domain.com”). This expansive interpretation of thé%Act

"
supports the stated purpose of the Act, namely, curtailing the fﬁpid
and detrimental growth of commercial electronic mail that has

overburdened electronic mail systems. 15 U.S.C. § 7701(a); see

MySpace, Inc. V. The Globe.com, Inc., Case No. 06-3391, 2007 WL

1514783, *4 {C.D. Cal. February 27, 2007) (*[T]he overarching intent
of this legislation is to safeguard the convenience and efficiency of
the electronic messaging system, and to curtail overburdening of the
system’s infrastructure.”). To interpret the Act in the limited
manner as advocated by Defendant would conflict with the express
language of the Act and would undercut the purpose for which it was
passed.

Even under Defendant’s more restrictive interpretation, however,
messages sent through MySpace.com fall within the definition of
“electronic mail message” sent to an “electronic mail address.” Each
MySpace.com user’'s mail resides on a unique URL, which includes a
string of characters containing the member’s username and a reference
to the domain “myspace.com.” (Whitcomb Decl. § 4.) MySpace.com
messages also contain header information, such as source, destination,
and routing information, and references to the unique username and the

myspace.com domain name. (Id. § 5.) As the court in MySpace, Inc.

aptly stated in response to this precise argument, “[w]hile the
routing employed by MySpace may be less complex and elongated than
those employed by traditional [Internet service providers], any
routing necessarily implicates issues regarding volume of traffic and

utilization of infrastructure -- issues which CAN-SPAM seeks to
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ard
address.” 2007 WL at *5. Therefore, even under Defendant’s unduly

L

narrow interpretation, each MySpace.com message qualifies as anﬁf
(.}

"electronic mail message” sent to an “electronic mail address.”'”

Plaintiffs may properly bring suit under the Act against Defendant.

a. § 7704({a) (1)

Section 7704 (a) (1) prohibits the use of false or misleading
header information, including header information that is “technically
accurate but includes an originating electronic mail address, domain
name, or Internet Protocol address the access to which for purposes of
initiating the message was obtained by means of false or fraudulent
pretenses or representations.” 15 U.S.C. § 7704(a) (1) (A). “Header
information” is defined as “the source, destination, and routing
information attached to an electronic mail message, including the
originating domain name and originating electronic mail address, and
any other information that appears in the line identifying, or
purporting to identify, a person initiating the message.” Id. §
7702(8). Plaintiff need not demonstrate a “pattern or practice” to
bring a claim under this subsection. Id. § 7706(g) (1).

Plaintiff argues that Defendant violated this subsection by
obtaining 342,000 MySpace.com members’ usernames and passwords through
the Wallace Websites that misleadingly and falsely resembled the log-
in page at MySpace.com. He then used this information to log into
those members’ accounts and send 400,000 spam messages from those
accounts to other users. Plaintiff also argues that Defendant falsely
obtained over 11,000 “dummy” MySpace.com profiles to spam other
members, collect members’ personal information, send commercial

messages, and post prohibited content, all in violation of the TOU

10
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Contract. Defendant claims that these allegations do not relatéﬁto
“headers” as required by this subsection, and even if they did,;%he
header information could not be altered or faked, so all the he;aer
information was accurate. Further, Defendant argues that a
MySpace.com member cannot “arbitrarily” send out messages, but rather
each recipient must be on that member’s “friends” list, making it
impossible for Defendant to vioclate this subsection.

Defendant is correct that, whatever the means by which he created
11,000 MySpace.com profiles, this activity, in itself, did not involve
sending messages with header information and does not implicate
section 7704(a) (1). The 400,000 messages Defendant sent via 340,000
other members’ profiles, however, clearly violated this subsection.

In section 7704 (a} (1) (A), Congress intended to prohibit not only
sending messages with inaccurate header information, but also sending
messages with accurate header information, access to which was
obtained through false or fraudulent pretenses. See Sen. Rep. No.
108-102 at 17 (2003) (stating that one purpose of section
7704(a) (1} {A) “is to eliminate the use of inaccurate originating email
addresses that disguise the identities of the senders.”)}. Here,
Defendant obtained access to other members’ usernames and passwords by
creating websites that appeared nearly identical to the log-in page at
MySpace.com. (Frazier Decl. 4 7-8, Exh. E.} He then used that
information to “hijack” 340,000 member accounts to send out mass
commercial messages. This clearly falls within the category of
messages prohibited where the header might be accurate but access to
the account from which it came was falsely and fraudulently obtained.

That messages could not be gent “arbitrarily” is irrelevant (and an

11
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inaccurate factual statement as discussed above) -- nothing in giis
subsection requires that messages must be sent “arbitrarily” an&é
reading such a requirement into the statute would seriously undg%mine
the efficacy of this subsection. Therefore, Plaintiff has
demonstrated a likelihood of success on its claim under section
7704 (a) (1) .

b. § 7704(a) (3}

Section 7704 (a) (3) prohibits sending commercial electronic mail
that does not contain a functioning return electronic mail address,
active for at least 30 days following the date of the message, to
which a recipient can send a request that no further messages be sent.
15 U.8.C. § 7704 (a) (3) (A). To bring a private cause of action under
this subsection, Plaintiff must demonstrate a “pattern or practice” of
prohibited conduct. Id., § 7706(g)(1). Plaintiff argues that
Defendant violated this provision by sending messages from other
users’ accounts, so that any reply message sent by a user to decline
further messages would go to the unwitting sender, not to Defendant.
Defendant argues that a recipient can, in fact, reply to a message
gent from another user because the messages contain information on the
sender and the sender must be on the recipient’s “friends” list to
send the message in the first place.

Defendant again ignores the plain language of the Act. The
subsection requires that messages contain a functioning return

electronic mail address to which a recipient can respond to request no

further messages. Defendant’s use of “hijacked” profiles to send
messages from a user other than Defendant completely eviscerates a

recipient’s ability to request no further messages from the actual

12
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. [}
spammer. Any request to stop sending messages would not go to ﬁpe
e

g

individual responsible for the spam message, but rather, to an iy
unwitting sender who cannot control Defendant’s surreptitious uég of
their account. Congress clearly intended this provision to enable
recipients of commercial spam to contact the gpammer to curb further
spamming. Interpreting it as advocated by Defendant would undercut
this purpose and encourage “hijacking” as an end-run around this
subsection.

Plaintiff asserts that Defendant's prohibited conduct under this
subsection amounted to a “pattern or practice” of violations and
Defendant makes no argument specifically refuting this contention.

The terms “pattern or practice” are undefined in the Act, but in other
contexts, the Ninth Circuit has stated that “these terms have their
ordinary meaning.” Cherosky v. Henderson, 330 F.3d 1243, 1246-47 (9th
Cir. 2003); see also United States v. Ironworkers Local 86, 443 F.2d
544, 552 (9th Cir. 1971) ("The words [pattern or practice] were not
intended to be words of art.”). One isolated act in violation of the
Act is insufficient. See Omega World Travel, Inc. v. Mummagraphics,
Inc., 469 F.3d 348, 358 (4th Cir. 2006) (granting summary judgment on
section 7704 (a) (3) claim because one violation did not demonstrate a
pattern or practice). The evidence indicates that, beginning as early
as October 2006, Defendant began his activities to obtain MySpace.com
members’ log-in information and to send out unsolicited emails.
(Frazier Decl. Y 2-3.) Specifically, Plaintiffs offered evidence of
at least three separate “attacks” by Defendant using other members’
profiles to send commercial messages:

. On March 27, 2007, Plaintiff’s abuse team discovered that

13
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. A,
Defendant used 328,303 profiles to send 392,726 unsoliglted
messages. (Id. § 7.) 2

=,
. Oon May 16, 2007, the abuse team discovered that Defendant
used at least 5,306 user profiles to send 5,783 unsolicited
messages. (Id. 9 9.)
] On May 20, 2007, the abuse team discovered that Defendant
used 8,935 user profiles to send at least 10,125 unsolicited
nessages. (Id. § 8.)

. Since Plaintiff filed its motion, the abuse team has
discovered an additional 110,000 messages sent from 76,200
user accounts between May 10, 2007 and June 14, 2007.
(Kaleel Supp. Decl. § 11.)

This detailed record adequately demonstrates that Defendant has
engaged in a pattern of violations sufficient under section 7706 (g) (1)
to support Plaintiff’s private cause of action. Therefore, Plaintiff
has demonstrated a likelihood of succeeding on its section 7704 (a) (3)
claim.

c. § 7704(a) (5)

Section 7704 (a) (5) requires that all commercial electronic
messages contain “c¢lear and conspicuous identification that the
message is an advertisement or solicitation,” “clear and conspicuous
notice of the opportunity to decline to receive further commercial
electronic mail messages from the sender,” and “a valid physical
postal address of the sender.” 15 U.S.C. § 7704({a) (5) (A). This
provision also requires Plaintiff to demonstrate a pattern or practice
of violations. Id. § 7706{(g) (1).

Plaintiff claims that Defendant violated this provision with
400,000 messages that did not identify themselves as advertisements,
did not contain notice of an opportunity to opt out of receiving

further messages, and did not contain a physical address for

Defendant. Plaintiff also argues that this information was absent

14
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4

- £3
from messages sent from users’ hijacked accounts. Defendant argques
il

that the messages were not “commercial,” but rather invitations%%o
view pictures, e-cards, or other non-commercial material, and eﬁ%n so,
the messages contained a MySpace.com return address.

The Act defines “commercial electronic mail message” as “any
electronic mail message the primary purpose of which is the commercial
advertisement or promotion of a commercial product or service
(including content on an Internet website operated for a commercial
purpose).” 15 U.S.C. § 7702(2} (A). Regulations passed under the Act
further define the term “primary purpose” as “an electronic mail
message [that] consists exclusively of the commercial advertisement or
promotion of a commercial product or service[.]” 16 C.F.R
316.3(a) (1) . The plain language of this subsection indicates that
“commercial electronic mail messages” include messages that may not
themselves appear commercial, but that promote a “commercial service”
such as an “Internet website operated for a commercial purpose.” 15
U.S.C. § 7704 (a) (5) (A). Although the Wallace Websites do not appear
to request any money directly from visitors and Defendant created the
websites to “provide fun, viral websites designed to motivate Internet
user[g] to refer their friends to view the content, sometimes called a
‘tell-a-friend’ service,” {(Wallace Decl. §{ 3, Exh. C.), Defendant
admits that his “Internet business” earns him approximately $1 million
per year (Id. § 15). The record is silent as to how Defendant
specifically earns this revenue, but evidence on this point is
unnecessary. The Court can readily infer that Defendant operates the

Wallace Websites, his “Internet business,” to generate his $1 million

a year in revenue, and the facts demonstrate that he sent hundreds of

15
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thousands of messages directing recipients to these websites. L

L e
Rt i
R RN,

¢

Therefore, these messages, even if not commercial on their faceni
promote an “Internet website operated for a commercial purpose"ignd
are “commercial electronic mail messages” subject to the Act.
Defendant does not dispute that the messages did not contain
“clear and conspicuous identification that the message is an
advertisement or solicitation,” “clear and conspicuous notice of the
opportunity to decline to receive further commercial electronic mail
messages from the sender,” and “a valid physical postal address of the
sender.” Further, even if the messages Defendant sent from “hijacked”
accounts contained a return address, that address would be wholly
ineffective to allow the recipient to “opt out” of receiving further
messages since Defendant -- the one engaging in the commercial
solicitation -- would never receive those requests. Finally, as
discussed above, the evidence submitted by Plaintiff demonstrates a
pattern of acts that violate this subsection. Therefore, Plaintiff
has demonstrated a likelihood of success on the merits of its claim

under section 7704 (a) (5).

d. Section 7704 (b) (2)

Section 7704 (b) (2) prohibits a person from using “scripts or
other automated means to register for multiple electronic mail
accounts or online user accounts from which to transmit . . . a
commercial electronic mail message that is unlawful under subsection
{a)” of section 7704. 15 U.S.C. § 7704(b) (2). Showing a pattern or
practice under this provision is unnecessary to maintain a private
cause of action. Id. § 7706(g)(1). Plaintiff argues that the Court

should infer a violation of this section because the naming
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